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SOP Title: SOCDIS Incident Management
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CARE AGENCY

SOP Number 1, January 2021
SOP Title Care Plus Program SOCDIS Incident Management

1. PURPOSE

To establish standard procedures to handle privacy and security incidents of
protected health information (PHI), personal identifiable information (PIl) and
potential violations of state and federal privacy laws and County policies. This
document describesthe procedure forincident and breach managementfor the Care
Plus Program relatedto privacy and security of the clients undercare managementin
compliance with the applicable laws, policies and procedures.

2. BACKGROUND

Systems of Care Data Integration System (SOCDIS) is the database platformto
facilitate the objectives of the Care Plus Program (CPP). CPP is the County’s enhanced
care coordination program which aimsto improve the efficiency and effectiveness of
Systems of Care. This minimizes delaysin care coordination by maximizingemployee
skillsetand resources and expeditesidentification, assessmentand linkagesto
housingand supportive services. SOCDIS will facilitate access to data essential to care
coordination, between departments.

3. SCOPE

The Office of Care Coordination (OCC) and County Privacy Officerin conjunction with
OCIT, HCA IT and the Privacy Governance Committee shall implement guidelines,
procedures and work flows in compliance with CPP Information Privacy and Security
Policy to protect the privacy of sensitive personal information from unlawful or
unauthorized access, use or disclosure.

All CPP Participating Agencies staff are responsible for reporting any known or

suspected incidents of unacceptable access, use, or disclosure of sensitive personal
or confidential information to the Office of Care Coordinationin a timely manner.
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TERMS OF USE

SOCDIS Participating Agencies must adhere to these terms of use and the following
outlines a non-exhaustive list of what constitutes acceptable and unacceptable use:

Unacceptable use:

The searching, viewing, amending of client information where the user has no
involvement with the clientor in the delivery of supportive services to that client.
Creating records, forwarding or exchanging information, messages or email
attachments that could breach the CPP Information Privacy and Security Policy.
Improperly disclosing or misusing PIl or PHI, or any other privileged or sensitive
information.

Breaching system integrity via compromising passwords e.g. by sharing it with others
or writingit down, or by enabling access to an unlocked workstation.

Intentionally hacking into or trying to access unauthorised areas of SOCDIS against
the Role Based Access Control (RBAC) policy matrix.

Any conduct which is criminal or otherwise unlawful or fraudulent.

Storing, retaining or writingdown Pll or PHI outside of SOCDIS, unlesscritical in
respondingto an emergency/ crisis situation.

Unauthorised activities such as checkingon family, neighbours, friends orassociates
for non-workrelated purposes.

Acceptable Use

SOCDIS should be used for clients with whom authorization has been confirmed.
Simpligov provides the platform for obtaining, amendingand revocation of
authorization.

Declaration of any conflict of interestbetweena clientand a system user must be
made to OCC, prior to accessing the relevantclient’sfile and prior to becoming part
of that clients care team. Any actions deemed appropriate shall be taken at time of
declaration.

A participating agency must notify the OCC without due delay or at least within 24
hours if a system useraccount holder will cease to be employedoris suspended due
to disciplinary action. System access will be removed or suspended as appropriate.

INCIDENT MANAGEMENT DEFINITIONS

Breach means the unauthorized access or acquisition of data that compromises the security,
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confidentiality, orintegrity of personally identifiable information (PIl) and protected health
information (PHI). Data may bein any format (electronic, hardcopy or verbal) and may
consist of a single piece of data and/or an entire data system.

Discovery- a breach is treated as discovered on the first day that the breach is known by
County staff or when by exercisingreasonable diligence, the breach would have been
known. County Staff means employees, volunteers, trainees and other persons whose work is
under direct control of the County.

Individually Identifiable means that the medical informationincludes or contains any
element of personal identifyinginformation sufficient to allow identification of the
individual, such as the patient's name, address, electronicmail address, telephone number,
social security number, or other informationthat alone, or in combination with other
publicly available information, reveals the individual'sidentity. Medical Information means
any individually identifiable information, in electronic or physical form, in possession of or
derived from a provider of health care, health care service plan, pharmaceutical company, or
contractor regarding a patient's medical history, mental or p hysical condition, or treatment
(CA Civil Code § 56.05 (g)).

Personally Identifiable Information (PIl) is information that can be usedalone, or in
conjunction with other information to identify aspecificindividual. Pllincludes full name,
Social Security Number, date of birth, driver’slicense number, or State issuedidentification
number.

Protected Health Information (PHI) isindividually identifiable health information held or
transmittedin any form or medium by HIPAA covered entities and business associates.
Unauthorized Access means the inappropriate review or viewing of patient medical
information withouta direct need for diagnosis, treatment, or other lawful use as permitted
by the Confidentiality of Medical Information Act (Part 2.6 (commencing with Section 56) of
Division 1 of the Civil Code) or by other statutes or regulations governing the lawful access,
use, or disclosure of medical information. (CA Health & Safety Code § 130201 (e))

Unsecured Protected Health Information is protected healthinformationthat is not secured
through the use of technology or methodology specified in Federal guidance documents to
render PHI unusable, unreadable or indecipherable to unauthorized individuals. (HITECH §
13402 (h))
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6. ROLES AND RESPONSIBILITIES

OCHCAIT

e Monitor systemusage in coordination with OCC.

e Generate reports to validate user access in alignment with the policy matrix and RBAC
(Role Based Access).

e HCAIT will act as a liaison between CPO, OCC and IBM to resolve any complexissues

e Detectionand Reporting of unacceptable use.

e System monitoring and reporting to prevent and detect any unauthorized use or
misuse of the system.

Office of Care Coordination

e Qversight of maintenance of the RBAC policy matrix.

e Pointcontact for initial notification of any potential unacceptable use, incidentor
breach.

e Completion, recording and updating of Confidentiality agreements and compliance
trainings for all users prior to system access.

e Responsible forimplementation of compliance training for the users and providers as
appropriate.

e Repositoryforall CPP related documentation.

e Reviewingand assessingany conflict of interestdisclosures.

OCIT - Enterprise Privacy & Cybersecurity

e Oversightand compliance with Care Plus Program Information Privacy and Security
Policy and Privacy Governance Charter.

e Jointinvestigation of any unacceptable use, incidentor breach.

e Adhereto the County guidelines of reportingincidents, investigations and corrective
actions.

e Determineifa breach occurred and whetherbreach notificationis required.

e Coordinate privacy and security incidents pertainingto the assigned agencies (i.e.
SSA, OCCR, Probation).

Participating Agencies and Provider Portal Users

e Responsible forensuring staff adhere to all policies and procedures, terms of use and
for any disciplinary processesin eventof breach of these policies.

¢ Notificationto OCC of any conflict of interest declarations.

e Assigninga point personresponsible forreceivingand managing any RBAC policy
matrix changes from theirdepartment and liaison with HCA IT / OCC to implement as
recommended.

e New staff — orientationto systemand completion of compliance trainings,
confidentiality agreementand any other required program documentation.
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7. PROCEDURE

When the Office of Care Coordination (OCC) or the County Privacy Office (CPO) is made
aware of a privacy or security incident, OCC or CPO shall make contact with the program
staff or program supervisor where the incident occurred and, if possible, immediately
mitigate the risk of compromise to PHI. Mitigation may include, without limitation, retrieval
of PHI, obtaining an attestation, securely deleting PHI from electronicfiles, and documenting
the destruction of PHI erroneously sent.

After contact is made with program staff or program supervisor and any possible mitigation
steps have been taken or instructed, have program staff or program supervisor complete
and submit an Incident Intake Form online. The form can be accessed currently at: Radar
Intake Form

When the Incident Intake Form has been received by OCC or CPO, it will be assigned within
Radar® to the appropriate individual for handling.

Assigned Privacy or Security staff shall provide notification of the newlyreceivedincident to
the Department privacy governance member assigned to the affected program and, when
applicable, the following contacts based on Service Area:

Privacy governance members:

e Health Care Agency
e Social Services Agency

e OCCR
e OCPW
e OCSD

e Probation
e Departmental IT /OCIT

Compliance and Security will review the submitted Incident Intake form and determine if
there are contractual reportingrequirements based on the participatingagencies.

Assigned Compliance or Security Staff will review and investigate the incidentto determine if
the incident poses a substantial risk that PHI was compromised.

8. REFERENCES

County of Orange breachreporting policy
https://www.ochealthinfo.com/occ/care plus program internal/

9. CHANGE HISTORY

SOP no. Eflf)e:;c:eve Significant Changes Reviewed by
1 January 2021 New SOP Melanie McQueen, Irfan Khan, Natalie
Dempster, Linda Le
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